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CEMR key messages

e CEMR supports a comprehensive reform of the data protection rules to
guarantee citizens’ rights and to boost Europe’s digital economy.

e However, the protection of personal data in the public sector should be
legislated by revising the current directive 95/46/EC rather than using the
proposed regulation. The private sector can be regulated by modifying the
proposed regulation.

e The proposed regulation would increase heavily the administrative burden and
create costs for local and regional authorities without actually benefitting the
citizens.

e The public sector uses personal data for very different purposes from the
private sector. The public sector has in all circumstances the responsibility to
treat the personal data in a trustworthy way, while the private sector is using the
data for commercial purposes.

e Applying the regulation for the public sector would not have a direct impact on
the economic growth in Europe’s digital market, because local and regional
authorities are not using the data for commercial purposes.

o Employment conditions should be excluded from the scope of the regulation.
The proposed regulation is unclear and raises doubts about how it affects
labour law and the procedure in the labour market.

e The regulation contains several ambiguous articles that need to be clarified. As
it stands it gives an unacceptably vague legal basis for treatment of personal
data in the future.

e CEMR is concerned that the Commission would have an extensive power to
adopt delegated acts with unknown consequences.

o If the protection of personal data in the public sector is to be legislated by the
proposed regulation, it is vital that the regulation is modified to suit the
specificities of the public sector.




CEMR position on the European Commission’s proposed data
protection reform

1. The Commission published on January 25" 2012 its proposals for a reform of the EU data
protection legislation. The CEMR supports in general a comprehensive reform of the data
protection rules to guarantee citizens' rights and to boost Europe’s digital economy.
However, the reform must take into consideration the practical resources of local and
regional authorities, the differences between the public and private sectors and the reason
why they hold and use personal data, as well as the cost of the reform compared to its
benefits.

2. The Commission’s proposal goes too far in regulating in detail the tasks and responsibilities
for the controllers and processors of personal data, creating unnecessary administrative
burdens for local and regional authorities. The proposal would increase the costs of local and
regional authorities in many ways, which is not acceptable in the current financial situation,
especially since the costs of the reform are considered disproportionately high compared to
its benefits for the citizens.

3. According to the proposed regulation, local and regional authorities would have to redesign
their operational processes related to the collection, maintenance, processing and erasure of
personal data. The system would have to be adjusted to the new extensive rights given to
the data subjects and to data controllers’ new responsibilities. These new rights and
responsibilities include for example the right to be forgotten, the right to data portability, the
obligation to use EU-standard forms, the obligation for electronic processes and protected
connections, documentation obligations and requirements in case of data breaches.  The
proposed regulation would increase heavily the administrative burden and create costs for
local and regional authorities without actually benefitting the citizens.

4. Local and regional authorities would also be obliged to carry out impact assessments and
risk evaluations and to designate a data protection officer. We believe that it goes beyond
the European Commission’s competence to regulate the use of human resources in public
authorities in such detail.

5. The supervisory authority would be given a power to impose heavy sanctions in cases where
the detailed requirements are not fulfilled. These financial sanctions don’t suit the public
sector, who already under the current directive has the responsibility to treat the data in a
trustworthy way and in the best interest of its citizens. Problems that have occurred in the
public sector are mostly due to human error and financial sanctions are not the appropriate
way in the public sector to solve this problem. The proposed financial sanctions are also
disproportionate compared to the budget of local and regional authorities.

6. Furthermore, the proposed regulation gives the Commission an extensive power to adopt
delegated acts, which makes the future uncertain for the development of data collecting and
processing infrastructures. Many local and regional authorities in the EU have already
developed digital services for their citizens. The uncertainty in the proposed reform would
hamper the further development of new IT solutions, if local and regional resources would
have to be used for adjusting these systems to the requirements set out in the regulation.



7. Public sector actors as data controllers operate in a very different environment compared to
private or other commercial data controllers. Local and regional authorities collect and
process various data that they use in the provision of public services and public (register-
based) research, and citizens’ rights always have the highest priority when personal data is
used. Local and regional authorities use personal data only to the extent which is needed to
carry out the service for the citizens and in public register-based research activities. The
intention for collecting data is very different in the private sector, where personal data is used
for different commercial purposes.

8. The proposed regulation would also affect local and regional authorities as employers. Local
and regional authorities are important employers in many countries. The regulation
recognizes the labour market as a special area but does not address, for example, the right
to collective bargaining. The regulation gives employers certain flexibility regarding the
treatment of personal data within the framework of the regulation. However, several Member
States have currently more stringent national legislation on the protection of personal
information than the current directive requires. The proposed regulation could lead to a
situation where some countries would have to loosen their existing requirements for the
handling of personal data.

9. Local and regional authorities in Europe support a strong protection of personal data of
citizens as well as the objective of boosting Europe’s digital economy. However, the
problems related to personal data protection and to consumers’ trust in data controllers are
different in the public sector. The responsibility of public sector is to use the personal data in
the interest of the citizens and in a trustworthy way. According to our experience, citizens
have very rarely the interest to know or change their personal data that are handled by the
public authorities.

10. Local and regional authorities don’t use the data for commercial purposes and therefore they
are not market actors. Applying the proposed regulation to the public sector won'’t contribute
to the economic growth of digital markets as expected by the Commission.

11. Referring to the principle of subsidiarity, the CEMR treats with caution the proposed use of a
regulation as the preferred legal instrument, according to which the operational processes of
data controllers are regulated in such detail at the EU-level. The CEMR believes that the
desired outcome of the data protection reform can be achieved without heavy and strict
regulation for the public sector.

Therefore:

The protection of personal data in the public sector should be legislated by revising the
current directive rather than using the proposed regulation. The private sector can be
regulated by modifying the proposed regulation.




Statements and arguments

A) The protection of personal data in the public sector should be improved by revising
the current directive (95/46/EC)

The proposed regulation has been prepared with a focus on the challenges of data protection
in the private sector and on data protection risks related to new types of internet services.
These challenges are very different from those that occur for local and regional authorities,
whose activities as data controllers are laid down in law. The protection of personal data in
the public sector should be improved by revising the current directive and updating it in order
to take into account technological developments rather than including the public sector in the
scope of the proposed regulation.

B) The public sector does not use personal data for commercial purposes

Public authorities as data controllers operate in a very different environment compared to
private or other commercial actors. Local and regional authorities collect various data that
they use in the provision of public services and in public research, and citizens’ rights are
always given the highest priority when personal data is used as required by laws in the
Member States.

C) The proposed regulation would create costs that are disproportionate to the expected
benefits

The proposed regulation adds administrative burdens on local and regional authorities. It
contains new technical, personnel and administrative requirements, which would create costs
that are disproportionate to the expected benefits. The Commission’s impact assessment is
incomplete because it does not take into account the costs for regional and local authorities.
In the current economic crisis where public authorities have difficulties to finance their
statutory duties, these costs cannot be justified compared to the potential benefits.

See art. 12, 14-18, 22-28 and 30-39

D) The proposed regulation will not improve the protection of publically held personal
data compared to the current directive

The current directive already allows citizens to see their personal data held in local and
regional authorities. At present, individuals very rarely request to see their data that is
controlled by local and regional authorities or request this data to be modified. Therefore, the
current level of data protection in local and regional authorities is sufficient.

See art 12-18 and 30-39.
E) Financial sanctions are not the appropriate measure for the public sector

The public sector has the responsibility to treat personal data in a trustworthy way. Public
authorities do not collect data for the purpose of making an economic profit; therefore
financial sanctions are not the appropriate instrument to remedy incorrect treatment of data.
Better enforcement of the existing directive and other control mechanisms would be better
measures to improve the protection of personal data.

See art 79.



F) The proposed regulation will not solve the problems with the legal uncertainty of the
current directive

There is lack of definition in the regulation and the amount of delegated acts will make it even
more uncertain in the future.

See art 86-87.

G) The most problematic articles for local and regional authorities in the regulation are
articles 12, 14-18, 22 28, 30-39, 79 and 82, 86-87

These articles go too far in regulating in detail the tasks and responsibilities for local and
regional authorities. These requirements increase the costs of local and regional authorities
in many ways, which is not acceptable in the current financial situation, especially since the
costs of the reform are considered disproportionately high compared to its benefits for
citizens.

Therefore:

The protection of personal data in the public sector should be legislated by revising the
current directive rather than using the proposed regulation. The proposed regulation should
only apply on the private sector.
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